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Morton County Issues Public Alert Regarding CodeRED Data Breach

Mandan, N.D. — Morton County is alerting residents to a global cyberattack that compromised
CodeRED, an emergency alert platform previously used by the county. According to OnSolve,
the former alerting vendor, the breach resulted from a coordinated criminal intrusion that
accessed some subscriber information associated with CodeRED alert profiles. The data
potentially affected includes names, mailing addresses, email addresses, phone numbers, and
passwords used to create CodeRED accounts. No highly sensitive personal information, such as
social security numbers or financial data, was stored in the system.

Morton County is working with the vendor, state partners, and cybersecurity experts to fully
assess the incident. At this time, there is no evidence that any compromised data has been
published or misused. The county had already begun transitioning away from CodeRED to the
Hyper-Reach notification system and will now move forward with that platform effective
immediately.

Morton County has received a partial registration database from CodeRED and is working to
upload this information into Hyper-Reach as quickly as possible. Individuals whose data is
included in this transfer will receive a message confirming their registration, along with
instructions for reviewing or updating their contact information. Residents who do not receive
this message will still need to register manually. All residents are encouraged to sign up for
Hyper-Reach now. Submitting your information twice will not result in duplicate alerts, and
early registration ensures you receive critical safety notifications.

Residents should also ensure Wireless Emergency Alerts (WEAs) are enabled on their mobile
phones. On most devices, this can be done by opening Settings, selecting Notifications or
Emergency Alerts, and confirming that Wireless Emergency Alerts are turned on. WEAs ensure
that National Weather Service warnings and other urgent emergency messages can reach you
even if local systems are disrupted.

How residents can stay informed and protected:

o Sign up for Hyper-Reach: Visit www.mortonnd.gov/hyperreach to register. You can
also call or text “Alert” to 701-498-1770. Emergency Management staff are available to
help with registration if needed.

e Enable Wireless Emergency Alerts (WEAs) on your mobile device.

e Review and update passwords: If you used the same password for CodeRED on other
websites or sensitive accounts, change them immediately to protect those accounts.



http://www.mortonnd.gov/hyperreach

o Stay connected through multiple channels: NOAA Weather Radio, local news outlets,
and official county social media.

“Keeping our community safe is our top priority,” said Patrick Martin, Director of Morton
County Emergency Management. “We are working quickly to ensure all residents continue
receiving timely emergency alerts and are available to help anyone with questions or
registration.”

For questions or assistance with registration, residents may contact Morton County Emergency
Management at 701-667-3307 or visit www.mortonnd.gov/hyperreach.
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